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AMENDMENT TO RULES CoMM. PRINT 117-54

OFFERED BY MR. LANGEVIN OF RHODE ISLAND

Add at the end of title LII of division E the fol-

lowing:

1 SEC.52 .CYBERSECURITY STATISTICS.

2 (a) IN GENERAL.—Subtitle A of title XXII of the
3 Homeland Security Act of 2002 (6 U.S.C. 651 et seq.)
4 is amended by adding at the end the following:

5 “SEC. 2220E. CYBERSECURITY STATISTICS.

6 “(a) DEFINITIONS.—In this section:

7 “(1) CENTER.—The term ‘Center’ means the
8 Federal information security incident center de-
9 seribed in section 3556 of title 44, United States
10 Code.
11 “(2) COVERED C(LAIM.—The term ‘covered
12 claim’ means an insurance claim paid by an insur-
13 ance provider as a result of an insured cyber inci-
14 dent loss.
15 “(3) CYBER INCIDENT.—The term ‘cyber inci-
16 dent’” means an occurrence that actually or immi-
17 nently jeopardizes, without lawful authority, the in-
18 teerity, confidentiality, or availability of information
19 on an information system, or actually or imminently
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jeopardizes, without lawful authority, an information
system.

“(4) CYBER THREAT INDICATOR.—The term
‘eyber threat indicator’ has the meaning given such
term in section 102 of the Cybersecurity Act of 2015
(6 U.S.C. 1501; enacted as division N of the Con-
solidated Appropriations Act, 2016 (Public Law
114-113).

“(5) INFORMATION SYSTEM.—The term ‘infor-
mation system’—

“(A) has the meaning given the term in
section 3502 of title 44, United States Code;
and

“(B) includes industrial control systems,
such as supervisory control and data acquisition
systems, distributed control systems, and pro-
erammable logic controllers.

“(6) INSURANCE PROVIDER.—The term ‘insur-
ance provider’ means any nongovernmental organiza-
tion, corporation, trust, partnership, sole proprietor-
ship, unincorporated association, or venture (without
regard to whether it is established for profit) that is
encaged in or affecting interstate commerce and
that provides insurance products to cover losses as-

sociated with a cyber incident.

(847595111)
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1 “(7) STATISTICAL PURPOSE.—The term ‘statis-
2 tical purpose’—

3 “(A) means the description, estimation, or
4 analysis of the characteristics of groups, with-
5 out identifying the individuals or organizations
6 that comprise such groups; and

7 “(B) includes the development, implemen-
8 tation, or maintenance of methods, technical or
9 administrative procedures, or information re-
10 sources that support the purposes described in
11 subsection (¢).

12 “(b) DutTies AND FUNCTIONS.—The Director
13 shall—

14 “(1) collect, survey, and analyze information
15 concerning cybersecurity, including data related to
16 cyber incidents, cyber crime, and any other cyber
17 area the Director determines appropriate;

18 “(2) collect, survey, and analyze data that will
19 serve as a continuous and comparable national indi-
20 cation of the prevalence, rates, extent, distribution,
21 and attributes of all relevant cyber incidents, as de-
22 termined by the Director, in support of national pol-
23 icy and decision making;
24 “(3) compile, collate, analyze, publish, and dis-
25 seminate uniform, anonymized, ageregated national
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cyber data concerning any cyber area that the Direc-
tor determines appropriate;

“(4) in coordination with the National Institute
of Standards and Technology, the Director of Na-
tional Intelligence, the Secretary of Defense, and the
Attorney General, recommend national standards,
metries, and measurement criteria for the collection
of cyber statistics and for ensuring the reliability
and validity of such statistics collected pursuant to
this subsection;

“(5) conduct or support research relating to
methods of gathering or analyzing cyber statistics
and anonymized datasets;

“(6) enter into grants and cooperative agree-
ments or contracts with public agencies, institutions
of higher education, or private organizations for pur-
poses related to this subsection;

“(7) provide appropriate anonymized, aggre-
cated Information and analysis to the President,
Congress, Federal agencies, the private sector, and
the general public on cyber statistics;

“(8) share information with State and local
covernments concerning cyber statistics; and

“(9) confer and cooperate with Federal statis-

tical agencies as needed to carry out the purposes of

(847595111)
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1 this section, including by entering into cooperative
2 data sharing agreements.

3 “(¢) COLLECTION OF HOMELAND SECURITY CYBER-
4 SECURITY DATA.—

5 “(1) IDENTIFICATION.—Not later than 180
6 days after the date of the enactment of this section
7 and every two years thereafter, the Director shall—
8 “(A) identify and inventory existing
9 sources of data and information concerning cy-
10 bersecurity, including data and information con-
11 cerning cyber incidents and cyber threat indica-
12 tors, managed by the Department; and

13 “(B) among that inventory, identify such
14 data and information relevant to the purposes
15 of subsection (¢) that can be shared with the
16 Agency.

17 “(2) PROCEDURES.—No later than 180 days
18 after  completion of the identification and
19 imventorying required under paragraph (1), the Di-
20 rector, in consultation with the Secretary, shall dis-
21 seminate common procedures that govern how the
22 data and information so identified and inventoried
23 may be transmitted to the Agency.
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“(3) DATA REQUESTS.—The Director shall
have the authority to request any data and informa-
tion under paragraph (1).

“(4) REPORTING.—The Director, to the extent
practicable, shall make available any data or infor-
mation under paragraph (1) which is held by the
Agency and not subject to a separate reporting re-
quirement under this section.

“(d) FURNISHMENT OF INFORMATION, DATA, OR RE-

10 PORTS BY FEDERAL DEPARTMENTS AND AGENCIES.—

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
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“(1) DEFINITION.—In this subsection, the term
‘incident’ has the meaning given that term in section
3552 of title 44, United States Code.

“(2) CONSULTATION.—The Director shall con-
sult with the Director of the Office of Management
and Budget, the Secretary, and the National Cyber
Director with respect to data collection on the re-
porting of incidents.

“(3) REPORTING CYBERSECURITY DATA.—Not
later than one year after the date of the enactment
of this section and annually thereafter, the Director
shall provide the Director of the Office of Manage-
ment and Budget, the Secretary, and the National
Cyber Director a list of data recommended to be re-

ported in order to develop meaningful cybersecurity
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statistics regarding incidents affecting Federal infor-
mation systems.

“(4) ENFORCEMENT.—The Director of the Of-
fice of Management and Budget, in consultation
with the Secretary and the National Cyber Director,
shall annually determine which cybersecurity data
recommended pursuant to paragraph (3) to require
from Federal departments and agencies and use the
authority under section 3553 of title 44, United
States Code, to ensure such departments and agen-
cies provide such data to the Agency.

“(e) FURNISHMENT OF INFORMATION, DATA, OR RE-

13 PORTS BY STATE GOVERNMENTS.—

14
15
16
17
18
19
20
21
22
23
24
25
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“(1) IN GENERAL.—The Director shall request
information necessary to carry out the purposes of
subsection (¢), 1Including information collected
through data breach reporting laws of States, from
State governments.

“(2) STANDARDIZATION.—Not later than one
yvear after the date of the enactment of this section
and every two years thercafter, the Director shall
publish—

“(A) a description of the information and
data from State governments determined nec-

essary to carry out the purposes of subsection

(847595111)
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(¢), including information collected through
data breach reporting laws of States; and

“(B) common standard requirements
through which States may transmit to the
Agency information and data described in sub-
paragraph (A).

“(3) GRANTS TO STATES FOR THE SUBMISSION

OF INFORMATION AND DATA.—

“(A) IN GENERAL.—The Director may
award grants to States to assist in collecting
and transmitting to the Agency information and
data 1n accordance with the standards pub-
lished under paragraph (2).

“(B) ArrLICATION.—Each State that de-
sires a grant under this paragraph shall submit
an application to the Director at such time, in
such manner, and accompanied by or con-
taining such information as the Director shall
require.

“(C) DATE FOR SUBMISSION.—Applica-
tions submitted under subparagraph (B) shall
be submitted during the 60-day period begin-
ning on a date that the Director shall preseribe.

“(D) DEADLINE.—An application for a

orant under this paragraph shall be approved

(847595111)
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or denied by the Director not later than 90

days after the date on which the Director re-

ceives the application.

“(E) GRANT AMOUNT.—A grant under this

paragraph shall not exceed $200,000 for any

single State in any one-year period.

“(F) REPORTING.—

(847595111)

“(1) COMPLIANCE.—

“(I) IN GENERAL.—Except as
provided in subclauses (II) and (III),
on and after the date that is one year
after the date on which a State re-
ceives a grant under this paragraph,
and every three months thereafter
during the grant period, the State
shall submit to the Director informa-
tion specified in paragraph (2).

The Direc-

“(II) EXTENSIONS.
tor may provide an extension to a
State that is making good faith ef-
forts to comply with subeclause (I).

“(ITI) NEw DATA.—If, pursuant
to paragraph (2), the Director pub-
lishes a new description of informa-

tion and data determined necessary to
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1 carry out the purposes of subsection
2 (¢), a State shall include information
3 relating to such new information and
4 data, to the extent available to the
5 State, in each submission under sub-
6 clause (I) made by the State on or
7 after the date that is one year after
8 the date on which the Director so
9 publishes such new description.

10 “(11) FAILURE TO CcoMPLY.—If a
11 State that receives a grant under subpara-
12 eraph (B) fails to substantially comply
13 with clause (i) of this subparagraph, the
14 State shall repay the grant in full.

15 “(G) BIENNIAL REPORTS.—Not later than
16 one year after the date of enactment of this sec-
17 tion and every two years thereafter, the Direc-
18 tor shall submit to Congress a report describing
19 the applications submitted for grants under this
20 paragraph, the award of such grants, the pur-
21 poses for which the grant amounts were ex-
22 pended, and an assessment of the effectiveness
23 of the awarded grants in generating relevant in-
24 formation and data for the Agency.
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“(f) FURNISHMENT OF DATA AND INFORMATION RE-

“(1) IN GENERAL.—The Director shall request
data and information from insurance providers and
other sources about cyber incidents that lead to a
covered claim.

“(2) IDENTIFICATION OF RELEVANT DATA AND
INFORMATION.—Not later than 270 days after the
date of the enactment of this section, the Director
shall identify a list of data and information deter-
mined necessary to carry out the purposes of this
section, including individual deseriptions of cyber in-
cidents that lead to a covered claim, including—

“(A) 1dentification of the affected data-
bases, information systems, or devices that
were, or are reasonably believed to have been,
accessed by an unauthorized person;

“(B) a description of the vulnerabilities,
tactics, techniques, and procedures used;

“(C) any identifying information related to
the malicious actors that perpetrated such cyber
incidents;

“(D) documentation of cybersecurity poli-
cies put in place by the affected entities, includ-

g relevant cybersecurity controls;

(847595111)
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“(E) a description of the network security
of the affected entities during the course of
such cyber incidents, including the state of im-
plementation of commonly used cybersecurity
controls;

“(F) the total amount of the claim paid for
each such cyber incident and any additional in-
formation about the scope of damage of each
such cyber incident; and

“(G) the industrial sectors, regions, esti-
mated annual revenue, and number of employ-
ees of affected entities without providing any
information that can reasonably be expected to
identify such entities.

“(3) REPORTING.—Not later than one year

after the date of the enactment of this section, the
Director shall publish common standardized proce-

dures that—

“(A) outline how data and information
identified under paragraph (2) may be trans-
mitted to the Agency, with consideration for ex-
isting cyber data reporting models and frame-
works; and

“(B) avoid duplicative reporting to the

Agency in a case in which a cyber incident re-

(847595111)



G:\M\I\LANGEV\LANGEV_080.XML

O o0 N N D B W

O TN O T N T NG N NG I NS B S e e T e e T e T e e
[ T NG O N N = = N R < BN B o) W ) TR ~S O B NO S e

g:V\F\071122\F071122.087.xml
July 11, 2022 (6:48 p.m.)

13

sults in multiple claims paid, or in the case in
which a cyber incident results in both a claim
paid by a covered entity and either a report
under a State data breach reporting law or a
report submitted to the Agency under subtitle
D.
“(4) IMMUNITY FROM PROCESS; PROHIIBITION
AGAINST ADMISSION AS EVIDENCE OR USE IN ANY

PROCEEDINGS.

No officer or employee of the Fed-
eral Government, and mno recipient of assistance
under the provisions of this section may use or re-
veal any research or statistical information furnished
under this section by any entity and identifiable to
any specific entity for any purpose other than the
purpose for which it was obtained in accordance with
this subsection. Such information and copies thereof
shall be immune from legal process, and may not,
without the consent of the entity furnishing such in-
formation, be admitted as evidence or used for any
purpose in any action, suit, or other judicial, legisla-
tive, or administrative proceedings. Data or informa-
tion disclosed to the Agency under this subsection
that is not otherwise available may not be used by
the Federal Government or any State, local, Tribal,

or territorial government to sanction or otherwise

(847595111)
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punish the entity disclosing such data or informa-
tion, or the entity in which the cyber incident ini-
tially occurred.

“(5) PRESERVATION OF PRIVILEGE.—Disclo-
sure of data or information pursuant to this sub-
section or by a covered entity to the Agency shall
not waive any otherwise applicable privilege, immu-
nity, or protection provided by law.

“(6) PRESERVATION OF EXISTING OBLIGA-

TIONS.

Nothing in this subsection shall modify,
prevent, or abrogate any notice or notification obli-
cations under Federal contracts, enforceable agree-
ments with the Government, or other Federal law.
“(7) STUDY REQUIRED.—Not later than three
yvears after the date of the enactment of this section
the Director shall submit to Congress a report evalu-
ating the Agency’s ability to carry out this sub-
section and recommending policy options to enhance
the Agency’s capacity to collect data and informa-
tion relating to cyber incidents that lead to a covered
claim. The report shall, at minimum, include the fol-
lowing:
“(A) An evaluation of the availability to
the Agency of data and information identified

pursuant to paragraph (2).

(847595111)
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“(B) An evaluation of the Agency’s current
resources and authorities to collect such data
and information.

“(C) An evaluation of policy options that
would facilitate the Agency’s access to such
data and information.

“(D) An evaluation of the Agency’s options
to collect such data and information through
voluntary partnerships with private organiza-
tions formed by covered entities for the pur-
poses of pooling actuarial data.

“(2) PROTECTION OF INFORMATION.—

“(1) IN GENERAL.—No officer or employee of
the Federal Government or agent of the Federal
Government may, without the consent of the indi-
vidual, entity, agency, or other person who is the
subject of the submission or provides the submis-
sion—

“(A) use any submission that is furnished
for exclusively statistical purposes under this
section for any purpose other than the statis-
tical purposes for which such submission is fur-
nished;

“(B) make any publication or media trans-

mittal of the data contained in a submission de-

(847595111)
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scribed in subparagraph (A) that permits infor-

mation concerning individual entities or indi-

vidual incidents to be reasonably inferred by ei-
ther direct or indirect means; or

“(C) permit anyone other than a sworn of-
ficer, employee, agent, or contractor of the

Agency to examine an individual submission de-

seribed in subsection (g).

“(2) PENALTY.—Any person violating the pro-
visions of this section, or of any rule, regulation, or
order issued thereunder, shall be fined not to exceed
$10,000, in addition to any other penalty imposed
by law.

“(3) EXEMPTION FROM DISCLOSURE.—Pursu-
ant to section 552(b)(3) of title 5, United States
Code, any submission collected and retained by the
Agency under this section may not be disclosed to
the publie, unless such information has been trans-

formed into an anonymized, ageregate form.

“(4) IMMUNITY FROM LEGAL PROCESS.—Any
submission (including any data derived from the
submission) that is collected and retained by the
Agency, or an officer, employee, agent, or contractor

of the Agency, for exclusively statistical purposes

under this section shall be immune from the legal

(847595111)
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process and may not, without the consent of the in-
dividual, entity, agency, or other person who is the
subject of the submission or who provides the sub-
mission, be admitted as evidence or used for any
purpose in any action, suit, or other judicial or ad-
ministrative proceeding against the person or entity
that submitted the report, or on whose behalf the re-
port was submitted.

“(5) RULE OF CONSTRUCTION.—Nothing in
this subsection may be construed to provide immu-
nity from the legal process for a submission (includ-
ing any data derived from the submission) if the
submission is in the possession of any person, agen-
cy, or entity other than the Agency or an officer,
employee, agent, or contractor of the Agency, or if
the submission is independently collected, retained,
or produced for purposes other than the purposes of
this section.

“(6) D1GITAL SECURITY.—The Agency shall en-
sure that reports submitted pursuant to this section,
and any information contained in such reports, are
collected, stored, and protected at a minimum in ac-
cordance with the requirements for moderate impact
Federal information systems, as described in Federal

Information Processing Standards Publication 199,

(847595111)
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or any successor document. The Director shall en-
sure decisions related to information technology
ouarantee the protection of the confidentiality of in-
formation provided solely for statistical purposes, in
accordance with subchapter III of chapter 35 of title
44, United States Code.

“(7) IMPLEMENTATION.—Chapter 35 of title
44, United States Code, shall not apply to any ac-
tion to implement this section.

“(h) AUTHORIZATION OF APPROPRIATION.—There

are authorized to be appropriated such sums as may be
necessary to carry out this section. Such funds are author-

ized to remain available until expended.”.

(b) TECHNICAL AND CONFORMING AMENDMENT.—

The table of contents in section 1(b) of the Homeland Se-

curity Act of 2002 is amended by—

(1) transferring the item relating to section
2220D to appear after the item relating to section
22200; and

(2) inserting at the end of the items relating to

subtitle A of title XXII the following new item:

“See. 2220E. Cybersecurity statistics.”.
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  Add at the end of title LII of division E the following: 
  
  52__. Cybersecurity statistics 
  (a) In general Subtitle A of title XXII of the Homeland Security Act of 2002 (6 U.S.C. 651 et seq.) is amended by adding at the end the following: 
  
  2220E. Cybersecurity statistics 
  (a) Definitions In this section: 
  (1) Center The term  Center means the Federal information security incident center described in section 3556 of title 44, United States Code. 
  (2) Covered claim The term  covered claim means an insurance claim paid by an insurance provider as a result of an insured cyber incident loss. 
  (3) Cyber incident The term  cyber incident means an occurrence that actually or imminently jeopardizes, without lawful authority, the integrity, confidentiality, or availability of information on an information system, or actually or imminently jeopardizes, without lawful authority, an information system.  
  (4) Cyber threat indicator The term  cyber threat indicator has the meaning given such term in section 102 of the Cybersecurity Act of 2015 (6 U.S.C. 1501; enacted as division N of the Consolidated Appropriations Act, 2016 (Public Law 114–113). 
  (5) Information system The term  information system— 
  (A) has the meaning given the term in section 3502 of title 44, United States Code; and 
  (B) includes industrial control systems, such as supervisory control and data acquisition systems, distributed control systems, and programmable logic controllers. 
  (6) Insurance provider The term  insurance provider means any nongovernmental organization, corporation, trust, partnership, sole proprietorship, unincorporated association, or venture (without regard to whether it is established for profit) that is engaged in or affecting interstate commerce and that provides insurance products to cover losses associated with a cyber incident. 
  (7) Statistical purpose The term  statistical purpose— 
  (A) means the description, estimation, or analysis of the characteristics of groups, without identifying the individuals or organizations that comprise such groups; and 
  (B) includes the development, implementation, or maintenance of methods, technical or administrative procedures, or information resources that support the purposes described in subsection (c). 
  (b) Duties and functions The Director shall— 
  (1) collect, survey, and analyze information concerning cybersecurity, including data related to cyber incidents, cyber crime, and any other cyber area the Director determines appropriate; 
  (2) collect, survey, and analyze data that will serve as a continuous and comparable national indication of the prevalence, rates, extent, distribution, and attributes of all relevant cyber incidents, as determined by the Director, in support of national policy and decision making; 
  (3) compile, collate, analyze, publish, and disseminate uniform, anonymized, aggregated national cyber data concerning any cyber area that the Director determines appropriate; 
  (4) in coordination with the National Institute of Standards and Technology, the Director of National Intelligence, the Secretary of Defense, and the Attorney General, recommend national standards, metrics, and measurement criteria for the collection of cyber statistics and for ensuring the reliability and validity of such statistics collected pursuant to this subsection; 
  (5) conduct or support research relating to methods of gathering or analyzing cyber statistics and anonymized datasets; 
  (6) enter into grants and cooperative agreements or contracts with public agencies, institutions of higher education, or private organizations for purposes related to this subsection; 
  (7) provide appropriate anonymized, aggregated information and analysis to the President, Congress, Federal agencies, the private sector, and the general public on cyber statistics; 
  (8) share information with State and local governments concerning cyber statistics; and 
  (9) confer and cooperate with Federal statistical agencies as needed to carry out the purposes of this section, including by entering into cooperative data sharing agreements. 
  (c) Collection of homeland security cybersecurity data 
  (1) Identification Not later than 180 days after the date of the enactment of this section and every two years thereafter, the Director shall— 
  (A) identify and inventory existing sources of data and information concerning cybersecurity, including data and information concerning cyber incidents and cyber threat indicators, managed by the Department; and 
  (B) among that inventory, identify such data and information relevant to the purposes of subsection (c) that can be shared with the Agency. 
  (2) Procedures No later than 180 days after completion of the identification and inventorying required under paragraph (1), the Director, in consultation with the Secretary, shall disseminate common procedures that govern how the data and information so identified and inventoried may be transmitted to the Agency. 
  (3) Data requests The Director shall have the authority to request any data and information under paragraph (1). 
  (4) Reporting The Director, to the extent practicable, shall make available any data or information under paragraph (1) which is held by the Agency and not subject to a separate reporting requirement under this section.  
  (d) Furnishment of information, data, or reports by Federal departments and agencies 
  (1) Definition In this subsection, the term  incident has the meaning given that term in section 3552 of title 44, United States Code. 
  (2) Consultation The Director shall consult with the Director of the Office of Management and Budget, the Secretary, and the National Cyber Director with respect to data collection on the reporting of incidents. 
  (3) Reporting cybersecurity data Not later than one year after the date of the enactment of this section and annually thereafter, the Director shall provide the Director of the Office of Management and Budget, the Secretary, and the National Cyber Director a list of data recommended to be reported in order to develop meaningful cybersecurity statistics regarding incidents affecting Federal information systems. 
  (4) Enforcement The Director of the Office of Management and Budget, in consultation with the Secretary and the National Cyber Director, shall annually determine which cybersecurity data recommended pursuant to paragraph (3) to require from Federal departments and agencies and use the authority under section 3553 of title 44, United States Code, to ensure such departments and agencies provide such data to the Agency. 
  (e) Furnishment of information, data, or reports by State governments 
  (1) In general The Director shall request information necessary to carry out the purposes of subsection (c), including information collected through data breach reporting laws of States, from State governments. 
  (2) Standardization Not later than one year after the date of the enactment of this section and every two years thereafter, the Director shall publish— 
  (A) a description of the information and data from State governments determined necessary to carry out the purposes of subsection (c), including information collected through data breach reporting laws of States; and 
  (B) common standard requirements through which States may transmit to the Agency information and data described in subparagraph (A). 
  (3) Grants to States for the submission of information and data 
  (A) In general The Director may award grants to States to assist in collecting and transmitting to the Agency information and data in accordance with the standards published under paragraph (2). 
  (B) Application Each State that desires a grant under this paragraph shall submit an application to the Director at such time, in such manner, and accompanied by or containing such information as the Director shall require. 
  (C) Date for submission Applications submitted under subparagraph (B) shall be submitted during the 60-day period beginning on a date that the Director shall prescribe. 
  (D) Deadline An application for a grant under this paragraph shall be approved or denied by the Director not later than 90 days after the date on which the Director receives the application. 
  (E) Grant amount A grant under this paragraph shall not exceed $200,000 for any single State in any one-year period. 
  (F) Reporting 
  (i) Compliance 
  (I) In general Except as provided in subclauses (II) and (III), on and after the date that is one year after the date on which a State receives a grant under this paragraph, and every three months thereafter during the grant period, the State shall submit to the Director information specified in paragraph (2). 
  (II) Extensions The Director may provide an extension to a State that is making good faith efforts to comply with subclause (I). 
  (III) New data If, pursuant to paragraph (2), the Director publishes a new description of information and data determined necessary to carry out the purposes of subsection (c), a State shall include information relating to such new information and data, to the extent available to the State, in each submission under subclause (I) made by the State on or after the date that is one year after the date on which the Director so publishes such new description. 
  (ii) Failure to comply If a State that receives a grant under subparagraph (B) fails to substantially comply with clause (i) of this subparagraph, the State shall repay the grant in full. 
  (G) Biennial reports Not later than one year after the date of enactment of this section and every two years thereafter, the Director shall submit to Congress a report describing the applications submitted for grants under this paragraph, the award of such grants, the purposes for which the grant amounts were expended, and an assessment of the effectiveness of the awarded grants in generating relevant information and data for the Agency. 
  (f) Furnishment of data and information related to covered claims 
  (1) In general The Director shall request data and information from insurance providers and other sources about cyber incidents that lead to a covered claim. 
  (2) Identification of relevant data and information Not later than 270 days after the date of the enactment of this section, the Director shall identify a list of data and information determined necessary to carry out the purposes of this section, including individual descriptions of cyber incidents that lead to a covered claim, including— 
  (A) identification of the affected databases, information systems, or devices that were, or are reasonably believed to have been, accessed by an unauthorized person; 
  (B) a description of the vulnerabilities, tactics, techniques, and procedures used; 
  (C) any identifying information related to the malicious actors that perpetrated such cyber incidents; 
  (D) documentation of cybersecurity policies put in place by the affected entities, including relevant cybersecurity controls; 
  (E) a description of the network security of the affected entities during the course of such cyber incidents, including the state of implementation of commonly used cybersecurity controls; 
  (F) the total amount of the claim paid for each such cyber incident and any additional information about the scope of damage of each such cyber incident; and 
  (G) the industrial sectors, regions, estimated annual revenue, and number of employees of affected entities without providing any information that can reasonably be expected to identify such entities. 
  (3) Reporting Not later than one year after the date of the enactment of this section, the Director shall publish common standardized procedures that— 
  (A) outline how data and information identified under paragraph (2) may be transmitted to the Agency, with consideration for existing cyber data reporting models and frameworks; and 
  (B) avoid duplicative reporting to the Agency in a case in which a cyber incident results in multiple claims paid, or in the case in which a cyber incident results in both a claim paid by a covered entity and either a report under a State data breach reporting law or a report submitted to the Agency under subtitle D. 
  (4) Immunity from process; prohibition against admission as evidence or use in any proceedings No officer or employee of the Federal Government, and no recipient of assistance under the provisions of this section may use or reveal any research or statistical information furnished under this section by any entity and identifiable to any specific entity for any purpose other than the purpose for which it was obtained in accordance with this subsection. Such information and copies thereof shall be immune from legal process, and may not, without the consent of the entity furnishing such information, be admitted as evidence or used for any purpose in any action, suit, or other judicial, legislative, or administrative proceedings. Data or information disclosed to the Agency under this subsection that is not otherwise available may not be used by the Federal Government or any State, local, Tribal, or territorial government to sanction or otherwise punish the entity disclosing such data or information, or the entity in which the cyber incident initially occurred. 
  (5) Preservation of privilege Disclosure of data or information pursuant to this subsection or by a covered entity to the Agency shall not waive any otherwise applicable privilege, immunity, or protection provided by law. 
  (6) Preservation of existing obligations Nothing in this subsection shall modify, prevent, or abrogate any notice or notification obligations under Federal contracts, enforceable agreements with the Government, or other Federal law. 
  (7) Study required Not later than three years after the date of the enactment of this section the Director shall submit to Congress a report evaluating the Agency’s ability to carry out this subsection and recommending policy options to enhance the Agency’s capacity to collect data and information relating to cyber incidents that lead to a covered claim. The report shall, at minimum, include the following: 
  (A) An evaluation of the availability to the Agency of data and information identified pursuant to paragraph (2). 
  (B) An evaluation of the Agency’s current resources and authorities to collect such data and information. 
  (C) An evaluation of policy options that would facilitate the Agency’s access to such data and information. 
  (D) An evaluation of the Agency’s options to collect such data and information through voluntary partnerships with private organizations formed by covered entities for the purposes of pooling actuarial data. 
  (g) Protection of information 
  (1) In general No officer or employee of the Federal Government or agent of the Federal Government may, without the consent of the individual, entity, agency, or other person who is the subject of the submission or provides the submission— 
  (A) use any submission that is furnished for exclusively statistical purposes under this section for any purpose other than the statistical purposes for which such submission is furnished; 
  (B) make any publication or media transmittal of the data contained in a submission described in subparagraph (A) that permits information concerning individual entities or individual incidents to be reasonably inferred by either direct or indirect means; or 
  (C) permit anyone other than a sworn officer, employee, agent, or contractor of the Agency to examine an individual submission described in subsection (g).  
  (2) Penalty Any person violating the provisions of this section, or of any rule, regulation, or order issued thereunder, shall be fined not to exceed $10,000, in addition to any other penalty imposed by law. 
  (3) Exemption from disclosure Pursuant to section 552(b)(3) of title 5, United States Code, any submission collected and retained by the Agency under this section may not be disclosed to the public, unless such information has been transformed into an anonymized, aggregate form. 
  (4) Immunity from legal process Any submission (including any data derived from the submission) that is collected and retained by the Agency, or an officer, employee, agent, or contractor of the Agency, for exclusively statistical purposes under this section shall be immune from the legal process and may not, without the consent of the individual, entity, agency, or other person who is the subject of the submission or who provides the submission, be admitted as evidence or used for any purpose in any action, suit, or other judicial or administrative proceeding against the person or entity that submitted the report, or on whose behalf the report was submitted. 
  (5) Rule of construction Nothing in this subsection may be construed to provide immunity from the legal process for a submission (including any data derived from the submission) if the submission is in the possession of any person, agency, or entity other than the Agency or an officer, employee, agent, or contractor of the Agency, or if the submission is independently collected, retained, or produced for purposes other than the purposes of this section. 
  (6) Digital security The Agency shall ensure that reports submitted pursuant to this section, and any information contained in such reports, are collected, stored, and protected at a minimum in accordance with the requirements for moderate impact Federal information systems, as described in Federal Information Processing Standards Publication 199, or any successor document. The Director shall ensure decisions related to information technology guarantee the protection of the confidentiality of information provided solely for statistical purposes, in accordance with subchapter III of chapter 35 of title 44, United States Code. 
  (7) Implementation Chapter 35 of title 44, United States Code, shall not apply to any action to implement this section. 
  (h) Authorization of appropriation There are authorized to be appropriated such sums as may be necessary to carry out this section. Such funds are authorized to remain available until expended. . 
  (b) Technical and conforming amendment The table of contents in section 1(b) of the Homeland Security Act of 2002 is amended by— 
  (1) transferring the item relating to section 2220D to appear after the item relating to section 2220C; and 
  (2) inserting at the end of the items relating to subtitle A of title XXII the following new item: 
  
  
 Sec. 2220E. Cybersecurity statistics. . 
 

